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A B S T R A C T

Due to specific characteristics of electric distribution systems and their high vulnerability against natural dis-
asters, providing appropriate methods for resiliency analysis and identifying system weaknesses is of great
importance. Increasing penetration of distributed generation (DG) resources and developing microgrid (MG)
technology provide modularity to distribution networks. Since the system capability in splitting into multi-
independent sub-sections benefits its performance in severe circumstances, the level of modularization can be
construed as a measure for resiliency analysis. In this study, a novel framework based on the modularity idea is
proposed for quantifying the resiliency level of electric distribution systems. Utilizing graph related theories, a
new path-based approach is presented to extract the possible set of formable MGs and their servicing areas.
Further, electrical and topological features, switching limitations, and reconfiguration options are also included
in the MGs exploration process. Then, by introducing new dependency-based indices and considering various
uncertainties, the efficiency of the formed MGs and the impact of disasters on the survivability level of the
sections are evaluated. In addition, an efficient approximate approach is developed for implementing the method
on large-scale distribution networks. The proposed algorithms have been simulated on several case studies with
the results confirming their effectiveness and computability.

1. Introduction

With growing dependence of human societies on energy infra-
structures, especially the electric power systems, analyzing the vul-
nerability of such facilities against potential errors has been of great
interest [1,2]. In addition, owing to world climatic changes in recent
decades, the severity of natural disasters and their related destructive
effects have grown substantially [3,4]. Disruptions in social and eco-
nomic affairs, due to the harmful consequences of such phenomena,
highlighted the importance of investigating the resiliency of electric
power systems [5]. The resiliency concept examines the ability of a
system to tolerate and endure high impact low probability (HILP)
events [6–8]. Natural disasters such as windstorm, floods, droughts,
thunderstorm, earthquake or man-made events such as terrorist acts
and cyberattack are the catastrophic events with high impact and low
probability which can have destructive effects on electric power system
[9]. Hence, it is essential to analysis the resiliency of power system
against these HILP events to efficiently implement the necessary actions

to reduce the effects of them in the operation and planning process of
power systems.

In case of severe weather conditions, cooperating with the upstream
network to supply the loads may not be conceivable [10,11]. Particular
operational constraints of distribution systems, specific structures, ex-
tendedness, and diversity of the employed components account for the
vulnerability in case of disasters [12,13]. Accordingly, recent research
has focused on providing proper approaches for evaluating the re-
siliency of distribution systems and designing appropriate strategies for
responding to long-term planning issues [14–16].

The frameworks proposed for resiliency assessment of electric dis-
tribution systems can be categorized into two groups. In the first ca-
tegory, stochastic frameworks and probabilistic approaches are applied
to model the event intensity and examine its impacts on the system
performance [17–25]. Since estimating the severity of the disasters and
diagnosing the fragile components (through calculating their failure
probabilities) are the essential tasks, the mentioned approaches are
generally applied to analyze the system behavior in upcoming severe
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weather conditions for short-term horizons. This is because of the fact
that investigating the possible damages imposed by such events is more
predictable for near future days. Due to the imprecise prediction of
severity of such catastrophes in longer horizons (because of their ex-
treme volatile nature), and the lack of adequate information about the
equipment fatigue and operation conditions in distribution networks,
probabilistic-based approaches may confront serious challenges in re-
siliency analysis of the expansion plans. In other words, such methods
do not provide solid foundations for analyzing the benefits of the in-
vestment options from the resiliency viewpoint.

In the second category of studies [26–33], the system resiliency is
evaluated utilizing robust optimization-based frameworks and em-
ploying defender-attacker models. In these approaches, the operator
measures the performance for the worst-case contingencies by con-
sidering various attack levels (severity of the event). The mentioned
frameworks quantify the resiliency based on the maximum damages
inflicted to the system owing to such worst incidents. However, ex-
tracting the mentioned worst cases for being employed in expansion
studies is again challenging. Moreover, applying the worst-case mea-
sures for examining the future reinforcement plans will result in fragile
and vulnerable systems against the contingencies with higher in-
tensities. For this reason, such measures do not provide appropriate
feedbacks for directing the investment plans and realizing the future
resilient systems.

In addition, development of smart grid technologies brings mod-
ularity to distribution systems. By utilizing DG resources, load control
options, and switching devices, isolated self-provided modules called
MGs, can be formed in the network. Independent functioning of these
modules allows for robust energy providing and thereby reducing vul-
nerability in case of severe events. In other words, enhancing MGs
formation capability make an outstanding opportunity for improving
the resiliency in distribution systems.

Therefore, to quantify the resiliency aspects in electric distribution
systems, a comprehensive framework based on the modularity idea is
proposed in this paper. In this method, the modularity level of the
system is measured by examining its ability in splitting into in-
dependent self-provided MGs. Utilizing graph related theories, topolo-
gical and electrical properties of distribution systems are properly
considered in the MGs discovering process. Benefits of applying dif-
ferent items such as reconfiguration and load control capabilities are
also investigated [23]. In addition, an efficient approximate technique
is introduced to enhance the computability when dealing with large-
scale distribution networks.

Moreover, to increase the applicability of the framework in ap-
praising the expansion plans, an efficient technique is proposed to in-
corporate different uncertainties. In addition, by employing a prob-
abilistic framework, and introducing the idea of parent MGs, impacts of
upcoming events are also analyzed. This option enhances the efficiency
of the framework when diagnosing vulnerable sections for the short-
term horizons. Based on the above, the most important contributions of
this paper can be categorized as follows:

• Introducing a novel conceptual framework to assess the resiliency of
distribution system based on its modularity level, which is beneficial
for being employed in the both short-term and long-term studies.

• Presenting new dependency-based indices for quantifying the re-
siliency concept and providing appropriate feedbacks to direct the
expansion plans wisely.

• Proposing a novel path-based method for exploring the possible set
of formable modules, and introducing efficient techniques for ex-
tracting the best arrangement of MGs.

• Investigating the impacts of the severe events on the system re-
siliency, MGs survivability, and vulnerability of the sections; con-
sidering various uncertainties, switching capabilities, and load
control options.

The other sections of this paper are as follows. In Section 2, the
background of the proposed approach for resiliency quantification is
discussed. In Section 3, the search process for finding the formable MGs
is described. Section 4 examines the efficiency of the proposed algo-
rithm by performing several simulations on two modified 85-bus and
119-bus test systems, and a real distribution network. Finally, conclu-
sions are given in Section 5.

2. Modularity concept

Modularity is a general concept, typically defined as a degree to
which elements of a system can be grouped with minimal dependency
across groups [34]. In the resilience context, modularity states that the
functionality of a system should be distributed through various nodes of
the system so that if a single node is damaged or destroyed, the rest of
the nodes will continue to function [35]. This concept has been well
recognized by the academia and industry, and has recently gained
special attention in the field of vulnerability analysis of the critical
infrastructures such as water, energy, transportation, information and
communication systems [36–38]. In the field of electric power system,
the modularity has been utilized in several papers for identifying the
critical areas of the power grid [39–41] or sustainable design of the
components [42,43].

In [37,38], the vulnerability of the transmission network of the
China power grid under terrorist attacks has been analyzed. In those
papers, the concept of modularity was employed to address the problem
of assessing the quality of the community structures. Each community
consists of a group of elements, which are relatively inter-connected,
yet sparsely associated with the other groups in the network. Similarly,
in [39] a quantitative community-based method has been developed to
diagnose the weak points of the Italian power transmission grid em-
phasizing on the connectivity characteristics of the network.

However, the proposed methods have mainly investigated the vul-
nerability of the transmission systems from topological aspects. They
are not able to incorporate electrical constraints, utilization of the smart
grid facilities like distributed generations, MGs, and the special topo-
logical features of the distribution networks.

Therefore, in this paper for the first time, the modularity concept is
utilized for resiliency analysis of the electric distribution systems. In
this paper, the modularity level for a system is defined based on its
ability for splitting into independent self-provided sub-systems called
modules. In other words, each module is a MG, which is able to provide
its loads through its own power supplies. Capacity of the generation
units and switching capabilities affect the system decomposability. For
example in Fig. 1, thanks to more numbers of the installed sectio-
nalizers at the network a, more modules or MGs can be formed com-
pared to the network b. After an event, according to the fault location
and extent of damages, only one of the mentioned MGs (MG1, MG2, or
MG3) in network a, can be formed to supply the consumptions.

On the other hand, the efficiency of a module is defined based on its
amount of consumptions and the level of dependency on system com-
ponents. The dependency feature models the reliance of a module on
the system equipment for proper operation. Evidently, these two factors
have conflicts with each other. Efficient modules provide more loads
with a few numbers of elements.

For example, in network a, MG3 provides more loads than the other
formable MGs (MG1 and MG2), but because of containing more ele-
ments, it suffers from higher dependency. Finally, based on the effi-
ciency of the formable MGs, the system resiliency can be evaluated.
This process is described in detail in Section 3.

In addition, being included in the formable MGs influences the
vulnerability of the load points. For example, since load L1 is involved
in all of the formable MGs, then supplying this load after the event is
more probable than the other loads. Due to insufficient capacity of the
connected DG, load L5 is not served in any of the mentioned MGs. Load
L4 is included only in one MG which can be supplied only when all of
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the required elements for forming MG3 (the lines, poles, and the other
elements) are in the undamaged state. Consequently, L1 and L5 have
the lowest and highest vulnerability degrees, respectively. In addition,
since the status of the L2 for being included in formable MGs is similar
to that of L3, thus, their functioning against the event will be the same.

3. Proposed approach

Extracting the set of formable MGs in distribution networks and
their efficiency assessment are the main steps of the proposed algo-
rithm. In addition, topological and electrical constraints should also be
observed in the search process.

3.1. Exploring the MGs

Initially, based on the location of the switching devices, the network
is sectionalized into several sub-systems. The lines with switching
capability are considered as the links between the sections. For ex-
ample, the sample network depicted in Fig. 2 includes six sections and
six links.

In addition, in each formable MG, there should be at least one
section including a DG unit with voltage and frequency controlling
option. These sections are defined as the masters. In Fig. 2, only S4 is
considered as the master. Furthermore, for satisfying the connectivity

and radial topology constraints in each MG, there should be at least one
path between the sections involved in that MG. For this purpose, a path-
based approach is proposed which benefits utilization of the master
sections and neighbor analysis in the search process. In the following
explanations, symbols S and Sm are utilized to represent the set of the
network sections and set of the masters, respectively. In Fig. 2, set S
includes sections S1, S2, S3, S4, S5, and S6, while set Sm includes only
S4.

In this approach, all the existing paths between any of the two non-
identical sections from the sets S and Sm will be explored. In path-
finding process, a master section is considered as a destination. As a
result, for a network with n numbers of the sections and nm masters, the
path-finding process will be performed nm×(n− 1) times. Breadth-
first search (BFS) algorithm [44] is utilized for this purpose.

After finding a path between any of the two members of the S and
Sm, the sections included in that path will be considered as a MG that
observes topological constraints. This MG is stored in set TMGs. Next,
according to the load consumptions and DG capacities of the involved
sections, validation of the power balance and load flow constraints will
be checked for the explored MG. Hence, In each explored MG with a
radial configuration by considering a master DG as a slack bus, the
following electrical constraints should be checked by running the
backward-forward sweep load flow [45]:

Fig. 1. Impact of the existing switching capability at the network on the modularization.

Fig. 2. The sample network.
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, and Pi k
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, denote the generated active power of DGm in MG k

and the supplied active power of the load connected to bus i at MGk.
The Eq. (1) ensures the active power balance at each MG belongs to
TMGs. NDG K, and NLoad k, are the number of DGs existing in MGk and the
number of load buses in same MG, respectively. Eqs. (2) and (3) re-
present the limits of the active and reactive power flows of the lines
belong to MGk. Pflow l

k
, and Qflow l

k
, denote the active and reactive power

flows of line l in MGk. Pflow l
Max k

,
, and Qflow l

Max k
,
, are the maximum active and

reactive power flow limits of the line l, respectively. Vi k, , δi k, and δmax
denote the voltage magnitude of the bus i at MGk, voltage angle of the
bus i at MGk and maximum limit of the voltage angle, respectively. m
and i are also the index of the DGs and buses in MGk, respectively.
NBus MG, k is the number of buses existing in MGk. Eqs. (4) and (5) re-
present the limits of the bus voltage magnitude and angles, respectively.
It is important to notice that if the DG m is selected as a slack master
unit, the voltage magnitude of the corresponding bus is set at the
controlled value and the voltage angle of the mentioned bus is set to
zero.

If these electrical constraints are also valid, this MG is added to the
set EMGs whereby neighbor analysis phase will be performed; other-
wise, the process is repeated by examining another path. This dis-
covered MG is also called the host MG for the sections included in the
path. In the neighboring stage, by applying the network adjacency
matrix, all the neighbor sections of the discovered MG are explored.
This set of neighbors is called Neigh. If the adjacency matrix of the
network calls A, aij is the element of matrix A in row i and column j.
This matrix is represented as follow:

=A a[ ]i j (6)

=a tion i tion jWhere: {1 if sec " " is connected to sec " "
0 otherwiseij (7)

Using the adjacency matrix presented in (6), if the condition pre-
sented by (8) is satisfied, then (9) represents the neighbor sections set of
the MGk as follows:

= ∀ ∈ ∀ ∉a i MG j MGIf 1 &ij k k (8)

= SThen:Neighs (MG ) { }jk (9)

where Sj denote the set of the explored neighbor sections. For example,
in Fig. 2, by extracting the adjacency matrix of the depicted network,
for a MG, which includes the sections S3, S6, and S4, the amount of a45,
a32 and a62 would be equal to one, which indicate that the set {S2, S5}
are the Neigh set of this MG.

Then, by merging the involved sections of the extracted MG with all
combinations of its Neigh members, new MGs, which satisfy topological
conditions, are generated. In other words, the neighboring process en-
sures the connectivity constraint in the newly formed MGs. For

example, in Fig. 2, by merging MG: {S3, S6, S4} and its Neigh set {S2,
S5}, three MGs can be formed as follows: {S3, S6, S4, S2}, {S3, S6, S4,
S5}, and {S3, S6, S4, S2, S5}. Further, to guarantee the radial config-
uration for the discovered MGs, minimum spanning tree (MST) struc-
ture [46] is selected for them. Then, these new MGs are examined se-
quentially and in case of redundancy with the MGs which already have
been stored in TMGs set, the duplicate MGs will be disregarded,
whereby the next combination is investigated; otherwise, the new MG
will be added to the set TMGs, and the electrical constraints for that are
checked. For performing the power flow calculations using backward-
forward load flow, MST structure is utilized.

The radiality constraint in a distribution network is identical to the
spanning tree constraint in graph theory [47]. In other word, in order to
satisfy the radiality constraint, a MST structure should be extracted for
each discovered MGs. The MST in an undirected graph with the
weighted edges, is a tree subgraph of that graph and the sum of its
weights is the minimum possible. This problem is well-addressed in
[47]. Typically, the MST problem for a distribution network re-
presented by a planar graph G with n vertices, m edges and f faces can
be formulated as follows:

∑ ω bMinimize:
i j

ij ij
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where, bij, ωij and Ni denote the binary variable indicating connection
status of the edge between two vertex i and j, weight of the edge con-
necting vertex i to vertex j and set of the vertices directly connected to
vertex i, respectively. In the dual graph of G named G*, d k l p( , ), , Mk and
Sk l, , refer to the binary variable indicating connection status of the edge
(s) between two vertex k and l, set of vertices directly connected to
vertex k and set of multiple edges between vertices k and l. Index p
indicates the number of the connected edges between two vertex k and
l.

The set of the presented constraints in (11), (12) and (13) ensure the
spanning tree constraint.

For the depicted sample network in Fig. 2, the extraction process of
MST is presented in Fig. 3. Firstly, an undirected graph of the network
whose edges is appropriately weighted is created. Then, by selecting the
edge with the minimum weight, the next edges are added in ascending
order to create a spanning tree with N-1 edges. In Fig. 3(b), the roman
numerals represent the order to select the edges in the extraction pro-
cess of MST. The weights of the graph edges are also indicated above
them in Fig. 3(a).

If during the neighbor analysis step, a new MG is added to the set
EMGs, before investigating the next paths, the neighboring step will be
performed again for that new extracted MG. After examining the
neighbors for all of the newly discovered MGs, which are added to set
EMGs, the search process is repeated by exploring the next path.
Finally, after analyzing the paths, self-provided master sections are also
added to the both sets of TMGs and EMGs. Flowchart of the proposed
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6 
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Fig. 3. (a) An undirected graph with weighted
edges; and (b) the extraction process of MST.
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algorithm is displayed in Fig. 4.
In summary, the search process employs two stages for exploring the

MGs. Path-finding stage examines the opportunity of forming MGs with
the sections included in the path that is explored between any two

members of the set S and the set Sm. In addition, performing neighbor
analysis phase for each section examines the possibility of forming MGs
with the neighbors that are not included in the explored paths.
Applying the both path-finding process and neighboring phase for each

Fig. 4. Flowchart of the proposed algorithm for exploring MGs.
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section guarantees that the proposed approach will not miss any po-
tential MG, which contains that section and at least one of the masters.

3.2. Efficiency assessment

As mentioned earlier, for measuring the efficiency of a MG, two
characteristics should be quantified first: dependency and profitability
levels. To calculate the dependency for a discovered MG, it is required
to evaluate what portion of the components are used by the MG for
providing its connected loads. Because of utilizing the radial structure
in distribution systems, we can postulate that the number of the ele-
ments required for supplying the consumptions in a MG is consistent
with the number of the load points involved in that MG. Therefore, to
calculate the dependency level for a MG (MGD index) Eq. (14) is uti-
lized.

=
∑

∑
∀ ∈∈

∈

NoL

NoL
kMGD EMGsk

s k
s

s S
s

(14)

In Eq. (14), NoLs represents the number of the load points included
in section s. This formulation divides the number of the load points
involved in each MG by the total number of the load points in the
network. A MG that includes a fewer number of the loads enjoys a
higher independency level. In addition, the profitability for a MG re-
presents the amount of consumptions that can be supplied under
emergency conditions by that MG. Accordingly, the profitability index
(MGPr) for a MG can be defined as Eq. (15). MGs with high MGPr levels
provide a large portion of the consumptions.

=
∑

∑
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∈

CoL

CoL
kMGPr EMGsk

s k
s

s S
s

(15)

In this equation, CoLs represents the amount of the consumptions of
the section s. Moreover, efficient MGs include more consumptions with
a fewer numbers of elements. Based on this, the efficiency index (MGE)
for each MG can be quantified by multiplying its independency and
profitability values, as formulated in Eq. (16).
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Furthermore, if a section is included in the host MGs with lower
dependency, then this section will probably experience a more con-
venient situation in case of sever contingencies compared to the other
sections included in highly dependent MGs. Therefore, to differentiate
the sections according to this notion, an average dependency level of
the host MGs for each section (AHSeDs) is formulated as Eq. (17).

=
∑

∀ ∈∈

NumHMGs
sAHSeD

MGD
S̄k

k

s
s

HMGss

(17)

In this equation, S̄ is the set of sections involved, at least, in one of
the discovered MGs, HMGss represents the set of MGs that include
section s, and NumHMGss denotes the number of the host MGs for the
section s.

3.3. System resiliency assessment

The system resiliency can be evaluated based on the efficiency of the
host MGs. For this purpose, it is required to examine all possible
combinations of the discovered MGs (members of the set EMGs) which
do not share a common section. Each arrangement includes a group of
MGs, which simultaneously can be formed after the disaster to restore
the loads cooperatively.

Utilizing Eq. (18), the value of each arrangement is measured as the
sum of the efficiency of the MGs involved in that combination. Fur-
thermore, according to Eq. (19), the system resiliency (SysRes) is the
maximum of the calculated values.

∑= ∀ ∈
∈

aArngE MGE Ψa
k

k
InvMGsa (18)

= ∀ ∈aSysRes  max{ArngE | Ψ}a (19)

In these equations, ArngEa is the efficiency of the arrangement a,
and InvMGsa represents the MGs involved in that arrangement. The
symbol Ψ shows the set of the discovered arrangements.

Then, to find these arrangements, an efficient dynamic program-
ming (DP)-based approach is employed here [48]. In this method, the
members of the set EMGs (host MGs) are taken as the possible states. To
form the state transition matrix, in each step, according to the previous
MGs included in the chosen course and their intersections with the
others, the possible states for the next step are extracted. More pre-
cisely, each course includes only independent MGs. For example, sup-
pose the set EMGs for a hypothetical network includes four MGs, where
MG1 and MG2 are the independent ones, but MG3 and MG4 share a
common section together. Fig. 5 represents the state transition network
for the mentioned set. At the first step, all the members of the set EMGs
can be selected as an initial state.

In this network, if MG1 is chosen as the first state, then MG2, MG3,
and MG4 will be the next possible states. Additionally, at Step2, if MG3
is chosen, due to its intersection with MG4, only MG2 could be taken as
the next possible state for moving from MG3. Then, by calculating the
efficiency of the obtained arrangements, the system resiliency is eval-
uated.

However, DP algorithms are known to suffer from the curse of di-
mensionality as the problem size increases. In order to alleviate this
issue and accelerate the overall process, we apply an efficient approach,
which utilizes decomposition and abandoning techniques to reduce the
search space. Dividing the state transition matrix into smaller parts,

Fig. 5. The state transition network for the considered set EMGs.
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based on the independency situation of the host MGs, is the main idea
of the decomposition process. For this purpose, first, the host MGs are
categorized into several independent groups. Hence, in first step, the
following independent groups should be created:

= ∀ ∈G g g g i{ , , ..., } Γi1 2 (20)

=g MG MG MG{ , , ..., }i i i i n,1 ,2 , (21)

where G is the set of independent groups and gi is the i’th independent
group which includes MGs intersect together directly or indirectly and
are completely independent of the MGs included in other groups. n is
the number of intersecting host MG in gi. For example, if MGx and MGy,
and similarly MGy and MGz share a common section; then MGx, MGy,
andMGz are included in one group. At the next step, the DP algorithm is
utilized for searching the optimal combinations of the MGs in each
group. Since the optimal arrangement for each group is entirely in-
dependent of the arrangements obtained from the other groups, their
union yields the optimal arrangement for the network. Therefore, to
calculate the resiliency, we can rewrite Eq. (19) as (22).

∑= ∀ ∈
∈

aSysRes max\{ ArngE | Ψ}
i

a i
Γ (22)

In Eq. (22), Γ represents the set of the independent groups attained
by applying the decomposition technique, and Ψi is the set of the ar-
rangements obtained for group gi.

For example, the host MGs of the previously considered set can be
categorized into three groups. As shown in Fig. 6, these groups re-
spectively include {MG1}, {MG2}, and {MG3, MG4}. Based on the
above, the best combination in each group will be explored by per-
forming DP algorithm in smaller state transition networks compared to
the previous case (Fig. 5). Since the first and second groups include only
one member, then running the DP algorithm for them only needs one-
step simulation. In addition, due to the intersection of the MG3 and
MG4, just one of them can be included in the arrangement of the third
group. Accordingly, the best arrangement for the network is achieved
just by comparing the efficiency of only two combinations {MG1, MG2,
MG3}, and {MG1, MG2, MG4} (union of the groups arrangements).

Furthermore, for avoiding unnecessary duplicate calculations, at
each step, the MGs included in each course of the DP algorithm are
compared with the previously analyzed states until that step in the
other courses. In the case of the duplicity of MGs, the course is no
longer continued from that step. It is because of the fact that following
the mentioned course will not add a new arrangement. For example, in
Fig. 5, since the MGs included in course2 at Step2 (MG1 and MG2), are
the same with the MGs involved in course1 at Step2, therefore, further
continuing the course2 will be abandoned. Base on the above,

decomposition and abandoning techniques reduce the simulation bur-
dens and accelerate the calculation process.

3.3.1. Approximate method
Although the proposed method employs a numerical approach for

the path-finding process and exploring the MGs, because of the lower
generation capacity at electric distribution networks compared to the
consumption levels, limited numbers of the switching devices, simple
structure, and sparse connectivity of the network, the method is ap-
plicable for these types of systems.

However, in large-scale distribution networks, due to the large
number of sectionalizers, tie lines, master DGs, and more generation
capacities, the search process may encounter high computation bur-
dens. For increasing the applicability of the approach, an approximate
technique is presented here. In this method, it is assumed that in each
formable MG there should be only one DG unit with the voltage and
frequency controlling options. In other words, each MG should include
only one master section.

By considering this assumption, the number of the MGs involved in
the best arrangement will be equal to the number of the master sec-
tions, which is the maximum number of the formable MGs in an ar-
rangement. This issue increases the independency feature of the formed
MGs. In addition, utilizing the proposed DP algorithm, for each master
section, the most efficient MG that does not contain the other masters
will be explored. Forming the MGs with low dependency feature and
providing maximum loads through them guarantee getting as near as
possible to the optimum solution. However, compared to the main
method, the approximate approach does not consider the participation
of the masters in forming a common MG.

To implement this approximate approach, path-finding and
neighbor analyzing stages are modified. For this purpose, after
searching the paths between any of the two members of the sets S and
Sm, only the paths that include one master section are maintained for
the next investigations and the others will be discarded. In addition,
after exploring the neighbors for a MG, the master sections will be
eliminated from the neighbor set. This process prevents forming the
MGs with more than one master.

3.3.2. Incorporating the uncertainties
To investigate the impact of demand and renewable energy source

(RES) uncertainties on the system resiliency, first, considering prob-
ability distribution functions (PDFs) and employing scenario generation
methods, possible scenarios for the load consumptions and RES gen-
erations are extracted. After that, a base EMGs set (EMGs_Base) is
formed where the loads and RESs are in their lowest consumption and
highest production levels, respectively. Then, considering demand and
generation levels at each scenario, the MGs that do not satisfy electrical
constraints (energy balance and power flow limits) are removed from
the set EMGs_Base, and a new set, called EMGs_w, is created corre-
spondingly. Therefore, for extracting formable MGs in each scenario,
repeating the path-finding process, and analyzing the topological con-
straints are not required anymore; consequently, computability is in-
creased. Finally, considering the scenario probability (π ω( )), the ex-
pected value of the system resiliency (ExSysRes) is calculated as Eq.
(23).

∑= ×
∈

π ωExSysRes ( ) SysRes
ω

ω
Ω (23)

3.4. Sections survivability assessment

For evaluating the vulnerability of the sections, it is necessary to
examine the impact of the events on the system components. For this
purpose, special curves have been developed in recent research to
calculate the failure probabilities of the equipment in case of disasters
such as extreme weather events, earthquake, etc. [49,50,51]. By

Fig. 6. Implementing the decomposition technique on a hypothetical state
transition network.
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employing mentioned fragility curves, availability index for a section
(SeAvs) can be formulated as Eq. (24). Then, utilizing the probabilities
calculated for the sections, interface links, and generation units in-
cluded in a MG, the survivability index (MGSurk) can be calculated by
Eq. (25).

∏= − ∀ ∈
∈

SeAv f s(1 ) Ss
e E

e
s (24)

∏ ∏ ∏= × − × − ∀ ∈
∈ ∈ ∈

MGSur SeAv f f k( ) (1 ) (1 ) EMGsk
s k

s
L g G

g
ℓ

ℓ
k k

(25)

In these equations, Es is the set of the elements (the lines and buses)
included in section s, Lk shows the set of the interface links between the
sections involved in MG k, and Gk denotes the set of the units required
for supplying the MG k. Symbols fe, fℓ, and fg represent the failure
probabilities of the element e, interface link ℓ, and generation unit g,
respectively.

In addition, to supply a section, at least one of its host MGs should
survive after the event. Based on this, the survivability index for each
section (SeSurs) can be defined as the union of the survivability of its

host MGs (Eq. (26)). This measure can be applied to diagnose system
weaknesses and recognize vulnerable sections in case of the event.

= ⋃ ∀ ∈
∈

SeSur MGSur s( ) Ss
k HMGs

k
s (26)

Further, if in the set of the host MGs for a section, a MG is a subset of
the others, we can use the truncated form of this set for accelerating the
computations, without applying any approximation. For more ex-
planations, if MGm is a subset of MGn, it means that MGm can supply the
sections existing in MGn and all the elements of MGm also included in
MGn. In other word, the supply of the sections of MGn is dependent to
MGm. Hence, if the MGn survives the event, definitely MGm will also
survive. The MGm is called the parent of MGn. For this reason, we can
ignore MGn in the calculation process of Eq. (26). Based on the above,
utilizing this new set, Eq. (26) can be rewritten as (27).

= ⋃ ∀ ∈
∈

SeSur MGSur s( ) Ss
k ParHMGs

k
s (27)

In this equation, ParHMGss is the set of the parent host MGs of the
section s. The intersections of the parent MGs should also be considered
in the calculation process.

Fig. 7. Test network I.

Table 1
Considered DG installation plans for resiliency enhancement.

Plan1 Plan2 Plan3 Plan4

500 kW at bus 14
500 kW at bus 60

500 kW at bus 30
500 kW at bus 57

500 kW at bus 8
380 kW at bus 9
120 kW at bus 34

190 kW at bus 8
80 kW a t bus 14
280 kW at bus 19
190 kW at bus 60

80 kW at bus 30
120 kW at bus 34
60 kW at bus 57
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4. Numerical study

To verify the effectiveness of the proposed algorithms, several case
studies were programmed in MATLAB environment. All simulations
were executed on a personal computer with Intel Core i7 CPU @ 4GHz,
and 16 GB RAM.

Fig. 8. The performance of each plan in case of worst contingencies.

Table 2
Comparing the SysRes values.

Plan1 Plan2 Plan3 Plan4

SysRes 0.227245 0.26002 0.292845 0.364121

Fig. 9. Single line diagram of the test network II.
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4.1. Test network i

To investigate the advantages of the proposed measure in resiliency
analysis of the long-term investment studies, the introduced mod-
ularity-based index (SysRes) has been employed for evaluating the
generation expansion plans and calculating the effectiveness of the DG
placement options from resiliency perspective. As depicted in Fig. 7, a

modified 85-bus test system has been considered for simulation. The
line parameters and load consumptions data have been provided in
[52]. In addition, it is assumed that the system operator or planner,
according to Table 1, aims to choose from four different options for
allocating 1000 kW generation capacity on this test network to improve
the resiliency.

The self-healing capabilities of the mentioned plans for the worst
simultaneous k interruptions of the lines have been calculated and de-
picted in Fig. 8. Obviously, these worst interruptions are different for
each plan. For instance, in Plan3, simultaneous interruptions of the lines
L1 (between nodes 1 and 2) and L13 (between nodes 13 and 14) have
been the worst double contingencies, but for the Plan4, interruptions of
the lines L1 and L18 (between nodes 18 and 19) have been regarded as
the worst double contingencies. In addition, the SysRes levels for these
plans have been calculated and tabulated in Table 2.

According to Fig. 8, the Plan1, Plan2, and Plan3 have the best per-
formances at the worst single, double, and triple contingencies, re-
spectively. In other words, the mentioned plans have better resiliency
based on the worst-case measures compared to the Plan4.

It can be inferred from the results that evaluating the aptness of the
investment options based on the worst-case principles prepares the
system for that particular situation, yet it leads to more fragile config-
uration against the higher intensities. For example, although, Plan2 and
Plan3 have the highest recoverability (974.4 kW and 920.1 kW) in case
of worst double and triple contingencies, the mentioned schemes are
more vulnerable in case of severe conditions (k > 3) compared to the
modular plan (Plan4).

According to the results, the Plan4, which has the highest SysRes
level, distributes the generation capacities across the network, and
correspondingly leads to a more modularized structure compared to the
other plans. This yields a more resilient plan in case of multi con-
tingency events. These results emphasize that SysRes index prepares
suitable feedbacks to direct the expansion process and provides an
appropriate measure for the system planners and decision makers to
analyze the investment options wisely from resiliency viewpoint.
However, by selecting seven locations for DG installation in Plan4, this
scheme would be more expensive than the other plans. Evidently, with
developing of small-scale distributed generations such as rooftop pho-
tovoltaic panels, and reducing the cost of land use requirements, ap-
plying Plan4 will be more economical in future years.

4.2. Test network II

In this section, the proposed model is applied to an 11 kV modified
test system [22]. As shown in Fig. 9, the network consists of 3 feeders,
118 buses, 29 sectionalizers, 3 breakers, and 9 tie lines. The total real
and reactive power loads are 22.71MW and 17.04 MVAr, respectively.
Detailed information about the load consumptions and line parameters
is given in [22]. In this network, there are 13 DGs and among them,
seven units (DG1 to DG7) are able to function as a master unit. The
location and the capacity of DGs are reported in Table 3.

4.2.1. Case i
In this case, analyzing the system modularity and exploring the host

MGs have been taken into consideration. Initially, according to the
proposed algorithm, the sectionalized form of the test system is ex-
tracted by considering switching capabilities. The required data of each
section have been collected in Table 4.

Considering the topological and electrical constraints, the proposed
algorithm found 77 structures for MG formation. It can be seen from the
results that five sections (S13, S18, S20, S28, and S32) have not been
included in any of the discovered MGs. The MGD, MGPr, and MGE
indices for the MGs have been calculated with the results represented in
Fig. 10 and Fig. 11.

According to the obtained results, the maximum MGD (lowest in-
dependency) belongs to MG22 (which contains 10 sections and 34 load

Table 3
The capacity and location of DGs.

Unit Bus Cap. (kW) Qmax (kVAr) Qmin (kVAr)

DG1 17 1000 800 −800
DG2 24 1000 800 −800
DG3 51 1500 1300 −1300
DG4 59 1500 1300 −1300
DG5 67 2000 1800 −1800
DG6 76 1000 800 −800
DG7 107 2500 2200 −2200
DG8 7 100 50 −50
DG9 33 500 350 −350
DG10 88 500 400 −400
DG11 103 500 400 −400
DG12 113 500 400 −400
DG13 92 400 300 −300

Table 4
Data of each section.

Name Including nodes Consumption Generation capacity

Active (kW) Reactive
(kVAr)

Active
(kW)

Reactive
(kVAr)

S1 2, 3, 4, 10 382.569 241.047 0 0
S2 11 146.8 75.995 0 0
S3 12, 13, 14 220.04 159.407 0 0
S4 15, 16, 17 87.67 80.47 1000 800
S5 18, 19, 20, 21 903.774 606.029 0 0
S6 22, 23, 24 346.447 189.422 1000 800
S7 25, 26, 27 167.17 199.46 0 0
S8 5, 6, 7, 8, 9 437.793 256.507 200 150
S9 28, 29, 30, 44,

45
1706.48 1372.721 0 0

S10 54, 55, 56, 57,
58

1422.553 955.532 0 0

S11 59, 60, 61, 62 209.748 159.044 2000 1700
S12 31, 32, 33, 34,

35
1477.06 1087.814 500 350

S13 36, 37, 38, 39,
40

1383.539 1503.739 0 0

S14 41, 42, 43 542.627 380.202 300 200
S15 46, 47, 48, 49 582.048 503.076 0 0
S16 50, 51, 52, 53 261.831 204.444 2000 1700
S17 63, 64, 65, 89 977 839.306 0 0
S18 78, 79, 80 156.13 144.68 0 0
S19 85, 86, 87, 88 1110.69 634.362 400 300
S20 81, 82, 83, 84 260.915 224.714 0 0
S21 66, 67, 68, 69,

70
1006.725 679.323 2000 1800

S22 71, 72, 73, 74 1649.839 961.36 0 0
S23 75, 76, 77 289.489 197.617 1000 800
S24 90, 97 678.33 419.63 0 0
S25 91, 92, 93 972.63 803.98 300 200
S26 94, 95, 96 206.473 173.765 0 0
S27 98, 99 72.113 32.406 0 0
S28 100 100.66 47.572 0 0
S29 101, 102, 103,

104, 105
1633.38 1168.324 500 400

S30 106, 107, 108,
109

1325.303 1026.077 2000 1800

S31 110, 111, 112,
113

1465.99 1328.35 300 200

S32 114, 115, 116,
117, 118

522.904 384.693 0 0
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points) with 29.06% value. Further, MG71, MG72, and MG76 have the
lowest dependency level with 2.56% MGD by including only one sec-
tion (which is also a master section) and three load points. Finally, the
average and standard deviations of the calculated MGD indices have
been 14.54% and 7.4%, respectively.

It is also observed that greater profitability for a MG leads to less
independency. For example, MG58 by including 8 sections and 32 load
points has the highest MGPr index providing 4.09MW or 18.03% of the
total system consumptions; but this MG is 76th in the independency
rank. In this set, MG71 has the lowest MGPr with 0.386% value. The
average and standard deviations of the MGPr indices have been 8.81%
and 4.53%. Additionally, MG64 with 13.34% MGE has the highest ef-
ficiency level; by including six sections, 17 load points and providing
3.54MW this MG is 42nd and 7th in the dependency and profitability
ranks, respectively. The average and standard deviations for the cal-
culated MGE indices are 7.26% and 3.42%, respectively.

In addition, the minimum, maximum, and average dependency
values for each section are depicted in Fig. 12. For each section,
MinHSeD and MaxHSeD values represent the lowest and highest

dependency levels of the MGs that contain that section (its host MGs).
It can be inferred from the results that self-provided sections with a

master unit, which can be construed as a MG have the lowest MinHSeD
value. Further, lower values of AHSeD for a section suggests that this
section is generally included in some MGs with a lower number of load
points. For example, section S21 with 7.4% value has the lowest
AHSeD. Additionally, since there is only one host MG for sections S17,
S29, S19, S22, and S9, the MinHSeD, MaxHSeD, and AHSeD values are
equal for these sections.

The number of the host MGs and the parents for each section are
also shown in Fig. 13. It can be inferred that the location of DG units
and the switching capability of the network are the main effective
factors in determining the host MGs for a section. Based on the results,
the sections that include more generation units or have suitable links
with others, are included in more MGs. Consequently, these sections are
more plausible to be supplied after the events.

The proposed algorithm discovered 34 different arrangements (de-
sired combinations of the independent members of the set EMGs). The
efficiency of these combinations is given in Table 5. Member 23 (A23)

Fig. 10. MGD, MGPr, and MGE indices for MG1 to MG38.

Fig. 11. MGD, MGPr, and MGE indices for MG39 to MG77.
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has the highest efficiency level; therefore, the system resiliency will be
38.78%. This arrangement contains five MGs (MG1, MG40, MG61,
MG62, and MG64) from the set EMGs and supplies 9.46MW through
involving 19 sections. This arrangement is depicted in Fig. 14. Detailed
data about the MGs of this arrangement are also reported in Table 6.

Additionally, performing the whole process (path-finding, neighbor
analysis, and searching the best arrangement) in this test network takes
only 1.91min, which verifies the computational efficiency of the pro-
posed approach for resiliency analysis.

4.2.2. Case II
In this part, by applying different strategies, the impacts of

switching capability and load control (LC) options on the system re-
siliency are investigated. In the first and third strategies (ST1 and ST3),
switching through the tie lines has not been considered. In the third and
fourth strategies (ST3 and ST4), applying 20% load curtailments at nine
sections (S5, S9, S10, S12, S13, S22, S29, S30, and S31) are permissible.
The obtained results are tabulated in Table 7.

Based on the results, by applying the tie lines or LC options, the
number of the formable MGs and the modularization level of the system
grew by about 8%. Further, by employing these resources, the number
of sections not included in any of the host MGs diminished. Since

Fig. 12. Section’s dependency levels.

Fig. 13. Number of the host MGs for each section.

Table 5
The efficiency of the extracted combinations.

Name Efficiency Name Efficiency

A1 0.345161 A18 0.364466
A2 0.35235 A19 0.366559
A3 0.377745 A20 0.331636
A4 0.349408 A21 0.384295
A5 0.357592 A22 0.363863
A6 0.324442 A23 0.387788
A7 0.373242 A24 0.34841
A8 0.342102 A25 0.32786
A9 0.359413 A26 0.290417
A10 0.374206 A27 0.346602
A11 0.329642 A28 0.34727
A12 0.342288 A29 0.341516
A13 0.34786 A30 0.331989
A14 0.370575 A31 0.321675
A15 0.378049 A32 0.30696
A16 0.350106 A33 0.325038
A17 0.311211 A34 0.283364
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considering the tie lines increases the number of the paths in the net-
work, therefore, the simulation of the ST2 and ST4 takes more time than
the ST1 and ST3 strategies. It can be inferred that applying these flex-
ibilities in distribution networks enhances modularity and improves the
system resiliency as well. Note that the appropriate development of
these facilities will be critical to reinforce the distribution network
against severe events.

4.2.3. Case III
In this case, the impact of the RESs and load uncertainties on the

system resiliency is investigated. For this purpose, six wind turbines
with a capacity of 500 kW are connected to the test network II instead
of the six units of DG8 to DG13. In this simulation, 10 and 14 different
factors are applied for modeling the uncertainties of the load con-
sumptions and output powers of the wind turbines, respectively. In each
scenario, corresponding factors are multiplied at the given peak load
consumptions in Case I and wind turbine capacities. Required in-
formation about these scenarios is given in [53].

Distributions of the SysRes index for various consumption and RES
conditions are depicted in Fig. 15 and Fig. 16. According to the results,
the maximum, minimum, and expected values of the SysRes index are
0.4256, 0.2736, and 0.3511, respectively. In the best scenario, where
the system peak load is 20.65MW and the total available generation is
13.5 MW (about 65.37% of the load consumptions), SysRes index is
enhanced to 0.4256. Similar to the obtained results in the test network
I, besides the generation capacities, distribution of these resources is

Fig. 14. Servicing areas of the involved MGs in A23.

Table 6
Characteristics of the involved MGs in A23.

Name Involved sections Number of load points MGE (%)

MG1 S1, S2, S3, S4 11 3.34
MG40 S5, S6, S7, S11 14 6.31
MG61 S15, S16, S19 12 7.73
MG62 S17, S21 9 8.06
MG64 S23, S24, S25, S26, S27, S30 17 13.34

Table 7
The results for each strategy.

ST1: No Ties, No LC ST2: with Ties, No LC ST3: No Ties, with LC ST4: with Ties, with LC

Execution time (min) 0.0394 1.911 0.0451 2.27
Number of the host MGs 18 77 22 112
Number of not-involved sections 15 5 12 1
Number of the arrangements 12 34 16 54
System resiliency 33.51% 38.78% 39.84% 41.86%
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also an important issue in increasing the system resiliency.
Furthermore, the resiliency in the worst condition (highest power

consumptions and lowest wind generations) could be 15 percent lower
than the best scenario. In addition, unavailability of the RES genera-
tions decreases the resiliency about 8% in high load conditions (factors
1.01 to 1.09) and puts the system at serious challenges. These results
emphasize that integrating the RES resources to electric distribution
systems should be also analyzed from the resiliency perspective.

4.2.4. Case IV
In this part, the proposed method is employed to evaluate the sur-

vivability of the sections in case of storm occurrence. Since the ex-
traction of fragility curves and estimation of the failure probabilities are
beyond the scope of this paper, the failure probabilities for distribution
lines (without switching capability), buses, and interface links have
been considered to be 0.06, 0.02, and 0.09 respectively. For the sake of
simplicity, the length of each line has been assumed to be 1 km, and DG
units are assumed secure against the storm.

In Fig. 17, the survivability of the host MGs has been compared to
their dependency levels. It can be seen from the results that MGs with

Fig. 15. System resiliency index in considered scenarios.

Fig. 16. The impact of the wind generation availability on the system re-
siliency.

Fig. 17. Survivability and dependency level of the explored MGs.
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fewer load points (higher independency) are more likely to survive after
the storm.

Sections’ availability and survivability are also illustrated in Fig. 18.
Based on the results, master self-provided sections have the highest
survivability ranks. It is because of the fact that, if these master sections
are available (not damaged) after the storm, certainly they can be re-
stored through their own generations. Further, because of considering

secure state for generation units, the survivability and availability va-
lues have been equal for the master sections. For the other sections, the
resilient operation can be achieved through survival of at least one of
their host MGs. Consequently, the survivability levels for the mentioned
sections have been lower than their availability values.

In addition, Fig. 18 represents the importance of the section’s lo-
cation and interface links on its survivability. For example, due to the

Fig. 18. The performance of sections in case of the storm.

Fig. 19. Sections’ survivability status (green: the best, red: the worst). (For interpretation of the references to colour in this figure legend, the reader is referred to the
web version of this article.)
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high availability of S7, and suitable interfacing with the master sections
S6 and S11, this section is one of the most resilient parts of the network.

In addition, performing the analysis takes only 10.61 s. The reason
is that, due to the lower number of the parent MGs compared to the
hosts (as shown in Fig. 13), applying the idea of the parent MGs in
probability calculation process makes an outstanding performance.
Survivability status of the sections has also been illustrated in Fig. 19.

4.3. Test network III

In this section, for analyzing the efficiency and applicability of the
proposed algorithm, a real 20-kV distribution network (as shown in
Fig. 20) is considered for simulation. Servicing areas of this network
includes a part of Sa'adat-Abad district in Tehran, Iran. This network
contains 14 feeders, 492 buses, 516 lines, 79 sectionalizers, and 25 tie
lines. The total active and reactive power loads are 46.739MW and
15.063 MVAr, respectively. Moreover, it is assumed that 12 DG units
with master capabilities are connected to the network. The detailed
information about the loads, line parameters, DGs and switch locations
are provided in [54].

The resiliency index and execution time of the proposed main and
approximate approaches for different DG capacities are calculated and
reported in Table 8. According to the results, escalating the generation
capacities enhances the MG formation capability for the system, and
consequently improves the system modularity. On the other hand, the
execution time for exploring the MGs and finding the best arrangement

are also increased by escalating the capacity.
Comparing the obtained results represents that the approximate

method by sacrificing an acceptable level of the solution accuracy re-
markably improves the computation speed and exceedingly reduces the
simulation time. Although the large computation burden of the pro-
posed main method (which does not consider the approximate pre-
sumptions) limits its application in the online investigation, in our case,
which is a simulation study, the execution time is not a constraint.

In addition, according to the results given in Table 8, increasing the
generation capacities enhances the resiliency index as well. However,
the improvement rate in some case is low. For example, increasing the
capacity of DGs from 2250 kW to 2500 kW (3MW growth in total
generations) improves the resiliency only about 3%. This result em-
phasizes that indiscriminate increasing the capacities is not an efficient
and reasonable solution to improve the resiliency. In other words, for
facilitating the formation of efficient MGs and achieving desired mod-
ularity level, coordinated allocation of switching options and genera-
tion capacities would be necessary. This issue will be discussed in our
future works.

5. Conclusions

The MG technology brings unprecedented modularity, sustain-
ability, and resiliency to the power grid. In this paper, the modular-
ization level was regarded as an appropriate measure for quantifying
the resiliency concept at electric distribution voltage levels. For this
purpose, utilizing a path-based method, all self-provided modules were
explored. The efficient modules included higher consumption levels,
which were less dependent on the system components. In addition, the
optimal arrangement of the MGs that provided maximum consumptions
with the highest independency was obtained using an efficient DP-
based algorithm. The obtained results indicated that the sections in-
cluding adequate generation capacities or proper interactions with the
masters had a better status in survivability rank. The results also
highlighted the importance of the switching capabilities, the capacity of
DGs, and the load controlling options on the system resiliency level. The
simulation results verified that the proposed modularity-based frame-
work is a comprehensive approach, which is capable of analyzing the
system behavior from a resiliency perspective at the both short-term
and long-term horizons. The system planners and operators can utilize
the proposed model and developed indices for diagnosing the system
weaknesses against the disasters. In addition, comparing the proposed
measure with the previous worst-case indices confirmed that the SysRes
index provides the system planner useful information about the re-
siliency status of the system. It is indeed a more efficient measure
particularly for appraising the investment options. Moreover, the si-
mulation results accentuate that the integration of the uncertain re-
newable resources to the distribution systems may put the system re-
siliency in serious challenges. Improving the computation efficiency of
the proposed algorithm, examining the impact of the other smart grid
facilities such as electric vehicles, and developing appropriate models
for resiliency enhancement based on the modularity concept are con-
sidered as our future works.
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